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OcHoOBHbIE KOMIIOHEHTBI HOMEpa BEpCHUH HaCTOSIIETO JOKYMEHTa
<Ma)KOopHas>.<MHUHOpHas>.<HaT4>:

— MakOpHas — YBEIMYMUBACTCS IIPHU 3HAYUTEIbHBIX U3MEHECHUAX;

— MUHOpPHAs — YBEJIMUYHUBACTCS MPH 100aBICHUU HOBBIX ()YHKIIUA;

— IaT4 — YBEJIMYUBAECTCA [P BHECEHUU HE3HAUYUTEIbHBIX U3MEHECHUM.
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° J-I M MC CaHkT-MeTepbypr

AHHOTANUA

Hacrosimuii  TOKyMEHT TmpencTaBisieT co0Oi  PYKOBOJCTBO IIOJIB30BATENsl  MPOrPAMMHOTO
obecrieuenne «API'YC OPC» u comepxut HMHPOPMANMIO O HA3HAYEHWH, YCJIOBHUSAX BBIMOJTHEHUS
MIPOTPaMMBI, TOPSAAOK PAOOTHI C IIPOTPAMMONA, ICUCTBUS B CIIYYasX aBaPUIHBIX U HEIITATHBIX CUTYAIIHIX,
a TaK)Ke COOOIEHHSI MOJIb30BATEIIIO.

PykoBoacTBo mosb3oBatens nporpammuoro obecrnieuenue «API'YC OPCy» pa3paboTtaHo ¢ ydeTom
TpeOOBaHUH CIIEAYIOIMX HOPMATUBHBIX aKTOB:

— TOCT P 58609-2019/ISO/IEC/IEEE 15289:2017 CuctemHass u mporpaMMHas WHXXCHEPHS.
CocraB u coaepxanue HHGHOPMAIIMOHHBIX 3JIEMEHTOB )KHU3HEHHOTO IUKJIA (JOKYMEHTAIIUHN);

— T'OCT 19.505-79 Enpmnas cuctema nporpammuoit goxkymentanmuu (ECIIJ]). PykoBoacTBo
oneparopa. TpeOGoBaHUs K COIEPKAHUIO U OPOPMIICHUIO.

Hacrosiiiee pykoOBOJICTBO paclpOCTPaHSICTCs HCKIIOYUTEIBHO HAa TPOTPaMMy W HE 3aMEHSET
y4eOHYI0, CIPAaBOYHYIO JIMTEPATYPY, PYKOBOJCTBA OT MPOU3BOJAUTEIS MPOTPAMMHBIX U TEXHUYECKHUX
CPEICTB, HEOOXOAUMBIX JUIsl PYHKIIMOHUPOBaHUs porpammuoro obecreuerne «API'YC OPCy.

[Ipumeuvanus:

1. B menmsx Oe30macHON W TPAaBWIBHON OKCIUTyaTallMM MPOTPaMMbl BHUMATEIBLHO HM3YUUTE
HACTOsIIIEE PYKOBOJACTBO.

2. Onucanve (pyHKIHMIA B HACTOSAIIEM PYKOBOACTBE Oa3MpyeTcs Ha HACTPOWKAX, YCTAHOBJICHHBIX
10 YMOJIYaHHUIO.

3. N300paskenus Ha 3KpaHe pealbHOTO YCTPOWCTBA MOTYT OTIMYATHCS OT MPHUBEICHHBIX B TaHHOM
PYKOBOJZCTBE.

4. TlocTaBImMK HE HECET OTBETCTBEHHOCTH 3a NPOOJEMBbl C MPOU3BOJIUTENBHOCTHIO WU
HECOBMECTUMOCTBIO IPUIIOKEHUHN, BBI3BAHHBIE BHECEHHBIMU I10JIb30BATEIEM U3MEHEHHUAMHU B HACTPONKHU
IIPOTrPaMMBI.

5. I/I3BJ'I6LICHI/IC, ACKOOAUPOBAHUEC W HCIIOJIb30OBAHUC HOAHHOTO MPOrpaMMHOI0 obecrnieucHus B
KOMMCPYCCKUX U MHBIX LCIIAX ABJIACTCA HAPYIICHUEM 3aKOHA 00 ABTOPCKOM ITpaBe.
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1. OBIIME CBEJAEHMUS O JOKYMEHTE

1.1. O6GnacT TPUMEHEHUS: PYKOBOJCTBO IIOJB30BATENsl Pa3padOTaHO C IENbI0 00ECIEeYUTh
MOJIb30BaTEICH  JeTATbHONH WHGoOpMaMeil 00 OSKCIUlyaTallid MOPOrpaMMHOTO  oOecreueHue
«API'YC OPC», xotopoe oOpabaTeiBaeT cOOOLIeHHS YCTPOWCTB MHTErpupoBaHHON CHCTEMBI
6e3onacuoctu «Crpenen-Marerpan» u BeIgaét ganneie no nporokory OPC-UA.

1.2. LleneBas ayauTopusi: MHXKEHEP 110 HAJAJIKE.
1.3. [IpeanockuIKy st UCIIOTIB30BAHUS: MHTETPALlHsl, TECTUPOBAHHE U HAacTpoiika cuctem BMS.

1.4. Tlonws3oBarenp, ponymeHHbd 10 padotel ¢ API'YC OPC, nomkeH OBITh O3HAKOMIIEH C
HACTOSIIIMM JOKYMEHTOM, a TakXke o0nazaTh 0a30BbIMH 3HAHUSMHU 10 ABTOMAaTH3allMH 3/aHUH,
npotokonaM OPC u paboTbl C TNEpCOHANBHBIMH KOMIBIOTEpAaMH (CTAllMOHAPHBIX M TUIAHIIETOB
C CEHCOPHBIM 9KpaHOM), UMETh OTBIT paboThl ¢ cucremamu ynpasieHus 1 SCADA/BMS.

1.5. Cegenust 00 oprane, MPeIOCTABIISIFONIEM OPUITHAITBEHOE OJJOOPEHHE. OTCYTCTBYIOT.

1.6. OTHONICHKE K TUTAHAM U JIPYTUM TPOIEAYPAM: HE YCTAHOBJICHBI.
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2. HABHAYEHHUE

2.1. ®ynkunoHanbHOE Ha3zHaueHue mnporpammuoro obecneueHus «API'YC OPCy» (nmanee —
API'YC OPC): ofecriedeHne OOMEHa JaHHBIMH MEXIYy CHCTEMaMH aBTOMATHU3allUUd M YIIPaBJICHUS

MIPOMBIIIJICHHBIMU TIPOIIECCAMH, 3/IaHUSMHU U HHPPACTPYKTYPOH.

2.2. DxcmryaranmonHoe HazHaueHne APT'YC OPC: mycko-nananounsie padbotsl BMS cucremsi,
BO3MOKHOCTh HACTPOMKH U TECTUPOBAHMS 000pyIOBaHMA 0 BBOJIA B OKCILTyaTanuio cucreM BMS.

2.3. ®ynkuuu API'YC OPC:

— cOOp JaHHBIX: IOJIy4aeT JAaHHbIE OT BCEX MOJKIIOUEHHBIX YCTpoHcTB MHTErpupoBaHHOMN
cucrembl Oe3zonacHoctH «Ctpenen-Uuarerpam» (nanee «Ctpenen-MHTterpan») uepe3 KOHTPOJUIEP
pagroKaHAIBHBIX W MPOBOIHBIX ycTpoucTB: Ilanens-2-1TPO, IManens-3-1TPO wucm. JI (nanee Ilanens-
ITPO);

— KOHBepTalus JaHHbIX: IpeoOpa3oBaHue AaHHBIX U3 npotokona «Crpenen-Uurterpan» CU-
TCP/IP (v1.0.3) B popmar OPC-UA KOTOpBIi MIHPOKO UCIONB3YETCS B IMPOMBIIUICHHBIX CHCTEMax JUIst
CTaHAApTU3UPOBAHHOIO0 OOMEHA JAaHHBIMU;

— XpaHEHME W arperamnusi JaHHbIX: MOXET COXPaHITb WCTOPUYECKHE JIaHHbIE s
MOCIEAYIOUIET0 aHAIN3a U OTYETHOCTH,

— wuHTepdeiic s BMS: obGecneunBaer mutepdeiic mius BMS, mo3Bomsist cucreMe moirydarthb
JaHHBIE O COCTOSIHUU U yNPaBlATh ycTpoiicTBamu «Crpeneun-Muterpany,

— MOHHUTOPUHI U yIpaBlIeHHE. O00ecleyuBaeT MOHUTOPUHI COCTOSIHUSI U YIPaBJIEHUE
yctpoiictBamu «Ctpenen-UHTerpany.

2.4. PoneBoit moctym:

1) IMonb3oBaresb 001a1aeT CISAYIONMMA GYHKITHOHATBHBIMA BO3MOXKHOCTSIMH .

— TPOCMOTp JIUIICH3HH,

— HacTpoiiku uuTepdeiica, mportokona «Crpenen-Uurerpam» CU-TCP/IP (v1.0.3), OPC-UA
cepsepa,

— W3MEHEHHeE s3bIKa uHTepdeiica;

— nobaBleHue, yaajieHue nuIo3a,

— TIPOCMOTp, y/IaJeHHE TETOB ILTI03a,

— TIaKeTHas 3arpy3ka MPOEKTOB,

— yIpaBIECHHME M HACTPOMKA IMapaMeETPOB YCTPOMCTB,

— COpPTUPOBKA, (GUIBTpAIUs TETOB, OMUOOK,

—  TPUHYIUTEIBHBIA OMPOC YCTPOUCTB,

— TIPOCMOTp, FKCIOPT KypHaja ONIHOOK,

— DKCIIOPT CHTHAJIOB,

— 3amyck, octanoBka OPC cepsepa,

— Tepesarpyska cepBepa;

2) AnMuHHCTparop o00JagaeT ClIenyrmMMd  (QYHKIHOHAIBHBIMA BO3MOXKHOCTSIMH — [TOMHMO

IIOJIb30BATECIIbCKUX .
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— JAC€aKTuBalusd JUIICH3UH,

— HACTPOMKa I10JIb30BaTENEH
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° J-I M MC CaHkT-MeTepbypr

3. IPEAYHNPEXKAEHUS, IPEJOCTEPEXKEHUSA

3.1. CMcoK KITIOUEBBIX MPEAYNPEKICHUN U MPEIOCTEPEKECHUN

[Mpu okciutyatanmuu — cienyeT CcoONIOIATh — CIEAYIOIIUE KIIOYEBbIC MPEAYINPEKIACHHS U
NPEI0CTEPEIKCHHS:

— o0ecneunTh MPaBIWIBHOE 3a3EMIICHUE U 3aIIUTY OT MEPEHANPSHKCHUH paboyero MecTa;

— wusberats npsamoro goctyna k APTYC OPC 6e3 no/mkHO#M aBTOpU3aIini,

— TMpOBEpsSITh MNPAaBUJIBHOCTh  MOJKIOUEHHS  ycTpouicTB  «Crpenen-Murerpan»  mepen
Hactpoiikoit API'YC OPC;

— yOeauThbes, YTO BCe OOHOBIICHHS MPOTPAMMHOIO OOECHICUCHHSI BBIOJHEHBI NEpe]] HavalloM
IKCIUTyaTaIuH.

3.2. [Ipumevanus o 6€30MaCHOMY MCIIOJIb30BaHUIO

IIpn oskcmmyaranuu — ciegyer coOnioAaTh  CEAyIOIIME IpUMeyYaHuss 1o Oe3omacHoMy
HCIOJIb30BaHUIO:

— peryisipHo nipoBepsTh Joru APT'YC OPC nnst BEISIBIEHUS MOTCHITMAIBHBIX TTPOOJIEM;

— o6nHoBisATE API'YC OPC B COOTBETCTBHH C PEKOMEHIAIIUSMU TPOU3BOIUTEIS;

— HCIIOJIb30BATh 3alllMIIEHHBIE CETH JUIs Mepe/lauil JaHHbIX;

— o0ecrneunTh pe3epBHOE KOMMMPOBAHUE KPUTHUECKH BaKHBIX JTaHHBIX KOH(PUTYpPALIUH.
3.3. Koppekrupyromue 1eiicTBHs B Cilydae BOSHUKHOBEHHS ITPOOIEM

Jns mpenoTBpalieHuss aBAPUMHBIX W HEIITATHBIX CUTyalluid IO MNPUYMHAM HEKOPPEKTHBIX
JIEWCTBUM MOJB30BATENS, TPEAYCMOTPEHA TEXHUYECKAsS MTONIEPKKA.

TexHudeckass MNOLAEp/KKA IOIB30BATENEH  OCYIIECTBIAETCS 4Ye€pe3 DJIEKTPOHHYKIO  IOYTY
support@opc.liis.su.

Pemenue npoGiem:

— TIepe3alyCK cepBepa M IPOBEpPKa COCJUHEHMM IpU BO3HUKHOBEHMHM cOOEB B Iiepejade
JAHHBIX.

— mpoBepka u ooHoBieHue KoHpurypanuu Ilaneneit-ITPO B ciiydae npobiem ¢ MOAKIIOYEHUEM
YCTPOMCTB.

[TomaroBeie MHCTPYKIIMU:

[Tepe3zanyck mpumoxeHus

— Windows — OctaHOBUTH CepBep, OTKPBITh aucrerdep 3aaad, Haitu mnpouecc API'YC OPC,
CHSTBH 3a/1a4y, 3aIyCTHTh MPIIOKEHNE Yepe3 SPIIBIK Ha padodyeM CToJIe, 3aIyCTUTh CepBep.

— Linux — OcTaHoBUTH cepBep, OTKPBITh YTHIUTY MpolieccoB (Hampumep htop), uepes GuiibTp
(F4) maiitm mpomecc APT'YC OPC, ormpasute mpoueccy (F9) xomammy SIGKILL, 3amycTutsh
IPUIOKEHNE Yepe3 APIIBIK Ha pabodeM CTOJIe, 3aIyCTHTh CEPBEpP.
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4. YCJIOBUA BBINTOJIHEHUSA TPOT'PAMMBI

s ycnemHoro pasBépreiBanus U dkcruryaranuu APT'YC OPC B cucreme BMS, HeoOxoauMbl
COOTBETCTBYIOIINE POTPAMMHBIC U TEXHHUYECKUE CPEIICTBA.

4.1. ITporpaMMHBIE CpeELICTBA

1. CepBepHoe nporpammHoe odecnieuenune OPC:

o OPC UA cepsep: [Iporpammuoe obecnieuenue, noaaepxusatoiiee crangaptr OPC UA, ¢
BO3MOXXHOCTBIO KOH(UTYypatuu it npuema nanusix uepes3 [lanens [TPO u nepenaun ux B
cucremy BMS.

o Jlunensuposanmue: [IpaBuinbHOE JUIIEH3UPOBAHUE TS TOJACPKAHHS HEOOXOAUMOTO
YPOBHS MOJKIIIOUYEHUS U (DYHKIIMOHAILHOCTH.

2. Cpencrsa ais unrerpanuu «Crpeneu-Uurerpam» u OPC:

o IIporpammHuoe obecnieuenue 11 KoHpurypupoanus «Crpesen-UuTerpaim
CpenctBa /Ui HaCTpONKHU U yrpaBieHus Y crporictBamu «Ctpenen-Murerpany
(manpumep, «Ctpenen-11PO»).

3. Cucrembl ynpaBJ/ieHHs JAHHBIMUA U MOHUTOPHHTA!

o Cucrema ynpasiaenus 6azamu 1anabix (CYBJ): [Iporpammuoe obecrieuenue st
XpaHEHUs U YIPaBIIeHUsI UCTOPUUYECKUMH JTaHHBIMU, coOupaeMbiMu cepBepoM OPC
(SQLLite, ycranaBinuBaeTcs U3 HaIIEro TUCTPUOYTHBA).

o HWHCTpyMEHTbI MOHUTOPHMHIA (10MOJIHUTEIBLHO): [IporpaMmbl AJ11 MOHUTOPHHTA
cocrosiaus cepBepa OPC u cereBoii uH(ppacTpykTypsl (Hanpumep, Prosys OPC, Nagios,
Zabbix).

4. Ilnardopma ynpapiaeHusi M nHTerpanuu BMS:

o BMS nporpammHuoe o6ecniedenue: CrucreMa yrpaBieHUs 31aHUEM, CIIOCOOHast
B3anmMoJieiicTBoBath ¢ cepeepom OPC ugepe3 nmpotokon OPC UA (manpumep, Tridium
Niagara, Siemens Desigo CC).

o SCADA cucremsl: [IporpammHoe obecrieueHue ais BU3yalu3aliy U yIpaBIeHUs
npoleccaMu B pealibHOM BpemeHHu (Hanpumep, MasterSCADA, Alpha Platform, Tibbo
Aggregate, Wonderware).

5. Cpeacra obecnevyeHust 6€30mMacHOCTH (IOMOJTHUTEILHO):

o AwnrtuBupycHoe I1O u cpeacrsa 3amuThl 0T BpeaoHocHoro I1O: mis 3anuTel cepeepa
OPC or yrpo3 (nanpumep, Symantec, McAfee).

o CpencrBa ynpaieHusi 1ocTynoM u mmdpposanus: [10 s ynpaBieHus JOCTYIIOM K
JAHHBIM U 3aIIUThI AaHHBIX (Hanpumep, OpenSSL s mmdposanus, Active Directory amns
YIpaBIEHUS JOCTYIIOM).

4.2. TexHuyeckue cpeacTBa

1. AnnaparHble cpeCcTBa cepBepa:
o CepsepHoe o6opynoBanune: CepBepbl A1 pa3MEIIEHUS U KCIUTyaTallui IPOrPaMMHOTO
obecneuenus OPC (nanpumep, cepsepsl ot Dell, HP unu IBM).
o IIpoueccop u mamsarTe: JlocTaTrouHble pecypcsl s 00paOOTKHU TaHHBIX B PEaTbHOM
BpEMEHH (HapUMep, MPOLIECCOPHI C BHICOKOW MPOU3BOIUTEIBHOCTHIO, ONIEPATHBHAS
namsaTh 16-64 I'b).
o XpaHujule JaHHBIX: BbICOKOIPON3BOIUTENbHBIE U HA/IEKHBIE CUCTEMBI XpaHEHUS
nanHbIX (SSD, RAID maccuBsr).
2. CeteBble ycTpoiicTBa H HHQPACTPYKTYpAa:
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o KommyTaTopsl u mapmpyTu3aTopsl: HanexHoe cereBoe 000pynoBaHue ajs
obecrieuenus cBsi3u Mexay ycrporictBamu KNX, cepsepom OPC u BMS (manpumep,
Cisco, Juniper).
o CeteBble uHTepdeiichl: BEICOKOCKOPOCTHBIE ceTeBbIe MHTEPHEHUCHI IS MTOAKIIOUCHHUS
CEpBEPOB M YCTPOUCTB (Hampumep, ruradbutHeie win 10-ruradutHsie Ethernet moptsr).
3. ¥YecrpoiictBa «Ctpesien-UHTerpam».
o «Crpenen-UHTErpas» ycTpoicTBa M CEHCOPBI: Y CTPOIICTBA, yIpaBIsieMble YepPE3
[Tanens [TPO, Takue Kak JaTYMKH, pelie, U3BEIIATEIIHN.
4. Haneas ITPO:
o Ilanean-2-ITPO u Ianenn-3-ITPO: YcTpoiicTBo 1 TpeoOpa3oBaHus TaHHBIX MEXTY
npotokonamu CHU-TCP/IP (v1.0.3).
5. ¥YcrpoiicTBa 1J1s1 o0ecrieueHus1 6€30MACHOCTH
o Bpanamay3’pbl: AnnmapaTHbIC WIH IPOTPAMMHEIE OpaHIMAay3phI JUIS 3aIIUTHI CETEBOM
uHppacTpykTyphl (Hanmpumep, Fortinet, Palo Alto).
o UPS (ucrounuku Gecrniepedoiinoro muranus): as obecnedenus padbotsl cepsepa OPC u
CETEBBIX YCTPOWCTB B CiIydae OTKIIIOUEHHS dJIeKTposHepruu (Hanpumep, APC, Eaton).
6. HWHCTPpYMEHTBI JJisl HACTPOMKH H 00CTYKUBAHMS
o /JuarHocTuyeckoe 000py10oBaHue: Y CTPONCTBA 7Sl MPOBEPKHU U TUATHOCTHKHU CETEBBIX
coenHeHU u paboTel ycTpoiicT (Hanpumep, Fluke Network Analyzer).
o HWHCcTpyMeHTBI AJisl pe3epBHOI0 KONMPOBAHMS: ATINIapaTHBIC U IPOrPaMMHBIE PELICHUS
JUIS. pE3€pBHOIO KOMMPOBAHUS JaHHBIX U KOH(Urypauuil (Hanpumep, Veeam, Acronis).
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5. BXOAbI U BBIXO/bI

5.1. Onucanue BXOAHBIX JaHHBIX U HCTOYHHUKOB JIAHHBIX
— JIaHHBIE O TEMIIEpaType, COCTOSTHUM OCBEIICHUs, CTaTyce IBEpeH u T. 1.,
— HCTOYHHUK JaHHBIX — YycTpoicTBa cucteMbl «Ctpenen-Murerpany, NOAKIIOUYEHHBIE Yepe3
[Tanens ITPO.

5.2. Onucanue BEIXOAHBIX JaHHBIX U MOTPEOUTENEH NaHHBIX:
— Iepellaya arperupoBaHHBIX JIAHHBIX O COCTOSIHUU 3/1aHUs B cuctemy BMS.

—  TOTPEeOUTENIN JaHHBIX — ONEPATOPhl, CACTEMbI OTYUETHOCTH U MOHUTOPHUHTA.
5.3. CxeMa naHHbIX

[Mpumeps nanubix npoxoasaumx yepe3 API'YC OPC npexacrasnens! Ha (Puc. 1).

SCADA
' mEE
2. 5SCADA ‘
L |

Manenb MNMPO Manenb MPO

l MpoTtokon OPC

= ====
LLLE LLLE]

PapuokaHan / npoBoaa T T PapuokaHan / nposoga

Yctpovictea Ctpeneu-UHTerpan Yctpovictea Ctpeneu-UHTerpan

Puc. 1 — Ucnionwzoanue APT'YC OPC
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5.4, cDOpMaTI:I W IIPOTOKOJIBI JJAHHBIX, UCIIOJIb3YECMbIC HAa BXOAC U BBIXOIC:

Bxoanoti mporokon — CU (v1.0.3)

Brixoanoii mpotokon — OPC UA.
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6. ONMCAHUE MOJIb30BATEJIbCKOI'O HHTEP®EVCA

6.1. B3anMoCBs3b METO/I0B BBOJIA M I'paMUECKUX IEMEHTOB HHTEpdeiica Moabp30BaTels

Metoabl BBOJIa U rpad)uiyecKue JIEMEHTHl TECHO CBS3aHBI MEXAY co00U, (hopMuUpys 1EeTOCTHBIN
nonbp3oBarenbekuii onbIT. API'YC OPC noanep:kuBaeT pa3iiuyHble METOJIbI BBO/IA, TAKHE KaK:
— KJaBHATypa: UCIIOJIb3YETCs AJI BBOJA TEKCTA;

—  MBIIIb: UCTIONB3YETCS JUIsl HABUTAIIMU M B3aUMOJICHCTBUS C dJIeMEHTaMu HHTepdeiica.
6.2. DnemeHTHI HHTEpdEiica

B »stomM monpasnmene omuchiBaloTCs OCHOBHBIE 3ieMeHThl uHTepdeiica APIYC OPC u ux
Ha3zHaveHue. 3/1eck OyayT MOAPOOHO ONMKCAaHBI OCHOBHBIE 3JIEMEHTHI HHTep(eiica, nX (pyHKIIMOHAIEHOCTh
u B3aHMOHeﬁCTBHe. Onucanve OXBaThIBacT rpa(bnqecmxle KOMIIOHCHTBI, MCETOABI BBOJA, a TaKXEC
BO3MOJKHBIE COCTOSTHUS KaXKIOTO SJIEMEHTA.

B o6mem ciiyuae unrepderic API'YC OPC conepxut Tpu ocHOBHBIX obnactu (Puc. 1):
1) I'maBHOE MEHIO;
2) OyHKIMOHAIBHAS TTAHEJb;

3) Pabouee mpocTpaHCTRBO.

O+ Jluuensua

Heuero oto6pakatb

Puc.1

6.2.1. ['maBHOE MEHIO

['maBHOE MEHIO pacroyiOKEHO B BepXHel yactu skpana (Puc. 2) m mpucyrcTByeT BO BceX OKHAx
IPOTpaMMBl.
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O+ Jluuensua Hacrpoitku

Heuero otobparkatb

Puc. 2

OcHoBHbIE pa3aeibl:

— «Jlunensusn» — naHGOpMaIUs 0 ACHUCTBYIOIICH JTUIICH3UH;

— «Hactpoiikn» — Hactpoiiku API'YC OPC,;

— «RU» um «EN» — BpIOOp s3blka wuHTepdeiica M3 BBHIMAJAIONIETO CIHCKAa (PYCCKHIA,
aHTJIMKACKUI);

— - — KHONKa Iepe3amyck cepBepa (ortoOpaxkaercs mpu yciouu, uyto OPC cepsep
3amyuieH).

6.2.2. ®yHKIIMOHATFHAS TTAaHEIh

VY rmaBHOrO OKHa, XypHaja OImMMOOK oToOpaxkaeTcss (YHKIMOHAIbHAS TaHENh C HabopoM
(bYHKIIMOHATBHBIX JIEMEHTOB (CM. MyHKTHI 6.3.5, 6.3.9). CoctaB pyHKIIMOHANTBHOW MAaHETH pa3IndyacTcs
B 3aBUCUMOCTH OT KOHTEKCTa M Ha3HAYECHUsI KOHKPETHOTO OKHA.

6.2.3. Pabouas o0iacTs

VY riaBHOTO OKHa, )KypHaia omuOOK oToOpakaeTcs padodas 00JacTb C HAOOPOM CTPOK JIAHHBIX
(cm. mynkTel 6.3.5, 6.3.9). CocTaB JaHHBIX Pa3IUYacTCs B 3aBHCHMOCTH OT KOHTEKCTa W Ha3HAYCHHS
KOHKPETHOT'O OKHa.

Pabouast 06:1aCTh COCTOUT U3 CIAEAYIOMNUX OCHOBHBIX KOMITOHEHTOB:

1) 3arosoBOK TaOJHIIbL:

— KOJIOHKH: TepBas CTPOKa TaOIHIbI, KOTOpas COJCPKHUT Ha3BaHHS CTONOLOB. 3arol0OBKU
CTOH6HOB 0TO6pa)KaIOT THUII OAHHBIX, KOTOPBIE OHMH COACPKAT, U MOTYT OBITHL HCITOJIL30BaHEI JUUIS
COPTHUPOBKHU JTaHHBIX,
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— KHOIIKHK COPTUPOBKU: Ka)I(I[BIﬁ 3arojJIOBOK CTOJ'I6I_Ia COACPIKUT 3HAYOK ., YKaSBIBaI-OH_II/Iﬁ Ha
BO3MOHOCTb COPTUPOBKHU JaHHBIX I10 aJ'I(i)aBI/ITy;

2) CTPOKH JIaHHBIX:

— s4YelKH: KaxJas CTpOKa TaOJUIBl CONEPKHUT SYEHKHU C JaHHBIMH, COOTBETCTBYIOLIMMU
KaXXJIoMy cToo1y,

— (naxku BbIOOpa: B MEPBON KOJOHKE TAOJHMIIBI PACTIONOKEHBI (hJIaXKKH, KOTOPHIE MO3BOJISIOT
BBIJICJIATH OJJHY UM HECKOJIBKO CTPOK JIaHHBIX JUISl TOCIEAYIOIIUX IeUCTBUM (TaKeTHOE yAalleHUe);

3) GpuabTpHI -:

— TmaHenb (UIBTPOB: MO3BOJSET MOJB30BATENAM (PHIBTPOBATH JAHHBIE IO KPUTEPHIO THIIA
JAHHBIX KOJIOHKH,

4) naHenb NICHCTBUIA: KHOMKH JeiicTBUil: KHONKH, pacroioKeHHbIe B CTPOKaX JaHHBIX, KOTOPHIC

II03BOJISIIOT BBIIOJIHATH IEHCTBUS C BBIOPAHHBIMU CTPOKaMHU (yAAJIUTB).

6.2.4. I'padmueckne >71eMEHTHI yIIpaBiIeHus: HHTEpdericom

B unTepdeiice HCIONB3YIOTCS pa3iIMyHbIC AJIEMEHTHI BBOJA JIAHHBIX, TaKWE KaK TEKCTOBOE IO,
BBINAJAIOIINE CIHUCKH, (iIaXkd W mepekimrodarend. C X MOMOIIBIO TOJB30BATENIb MOXKET BBOJIHUTH

nHOpMaINIO, BEIONPATh 3HAYCHHS U3 IPEIONPEICTICHHOTO CIIUCKA.

ITomuMmoO 9TOro, I/IHTep(i)CI\/JIC COACPKUT CHCHHUAIBHBIC 3JICMCHTBI YIIPABJICHHWA, TAKMC KaK KHOIIKH

.— «OTKpBITH TApONb». DTH KHONKU MPEJOCTABIISIOT OMOJHUTEIbHBIE (YHKIWH, CBA3aHHBIC C
0€30MacHOCThIO M yJOOCTBOM HCIIOJB30BaHUS, HANPUMEpP, MO3BOJISASA OTOOpa)kaTh CKPBITHIC MApOJIH B
TEKCTOBBIX TOJISX.

6.2.4.1. CocrostHus TpadMuIeCcKuX HIEMEHTOB

Knomnku:

— HOpPMaJIbHO€ COCTOSIHME: KHOIKa OTOOpa)KaeTcs CO CTaHJAapTHBIM CTHJIEM, TOTOBas K
B3aMMOJICHCTBHIO;

— Haxartue: «Onpoc yCTpOUCTB» — KHONKA M3MEHSAET COCTOSHUE MPH HAXKATHH, C aHUMAaIHeH

WJTM BU3YaTbHBIM 3D PEKTOM.

Ilonsa BBOAA:

— HEaKTHUBHOE: MoJie oToOpaxkaeTcs 0e3 (oKyca U He TOTOBO K BBOJY JIaHHBIX

— aKTUBHOE: ITOJIe HAaXOAUTCA B (POKyCe ¥ TOTOBO JIJIsl BBOJIA TEKCTA,;

— 3AaI0JIHEHHOE: MOJIE€ COAEPKUT BBEACHHBIE IAHHBIE;

— ommuoOKa: 0T06pa}KaeTCH IIpru BBCACHUU HCKOPPCKTHBLIX JAHHBIX, C BHU3YAJbHBIM YKa3aHUEM
(KpacHO paMKoii).

®rnaroBble KHONKH ((praxku):
— OTKJIIOYEHO: (PJIa’KOK HE YCTAaHOBIIEH;
— BKJIOYEHO: (Ia’KOK YCTaHOBIICH;
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— OTKIJIFOYCHO: (I)JI&)KOK HCOOCTYIICH JI1 U3MCHCHUA.

Ilepeximrouarenu:
— He BBIOPAHO: NMEePEKII0YaTEIh HE AKTUBECH,;
— BBIOpaHO: EpeKItoYaTeNb AKTUBEH.

Brinagaroniye Crimcku:
— 3aKpbITOE: CIIMCOK CBEPHYT U HE OTOOpaKaeT CBOU IJIEMEHTHI;
—  OTKPBITOE: CIIMCOK Pa3BEPHYT U OTOOPaKaeT AOCTYITHbBIC JIEMEHTHI;

— BBIOpAHHBIHN 3JIEMEHT: BEIOPAHHBIN AJIEMEHT U3 CIIHCKa 0TOOpaskaeTcsl.

MopasibHbIE OKHA:
— OTKpPBITOE: OKHO OTOOpaxkaeTcsi moBepx nHTepdeiica, TpeOyss BHUMaHHUS IMOTh30BaTEIIs.
— 3aKpBITOE: OKHO CKPBITO M HE MEIIAaeT B3aUMOJICHUCTBUIO C OCHOBHBIM HHTEp(EHcoM.

6.3. HaBuranus o uaTepdeiicy

6.3.1. Ucnonp30BaHue riiaBHOro MEHK

Jlns  mepexoma K HYKHOMY pasfiely NPWIOKEHUS TI0JIb30BaTeib MOXKET HaXaTh Ha
COOTBETCTBYIOIIMI MMYHKT B TJTABHOM MEHIO.

6.3.2. Ucnonp3oBanue (HyHKIMOHATIBHBIX KHOTIOK

qDYHKLII/IOHaJII)HaFI IIaHCIb IIO3BOJIACT 6I)ICTp0 BBIIOJHATL HamOoOJIee dacThIe I[CflCTBI/I?I, HEC

[epexo/id B Jpyrue pas3aeiibl IporpaMMsl.

6.3.3. Ucnons3oBanue paboueit odnactu

QOuibTpanusi, COPTUPOBKA, BBIOOP CTPOK OCYIIECTBISIETCS HAXaTHEM COOTBETCTBYIOIIMX
3NIEMEHTOB (cM. 7.14)

6.3.4. OxkHo BXxOna

OnucaHue: OKHO BXO/[a SIBISIETCS TIEPBBIM, C KOTOPBIM CTAIKABAETCS TIOJIb30BATENb TPH 3aITyCKE
npuoxennst. OHO MpeHA3HAYEHO JUTS AyTEeHTH()UKAINY [TOJb30BATEIS U [IPEIOCTABICHHS EMY JOCTYIIa
K GyHKIusM nporpammel. (Puc. 3)
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32

4 3abbinu naponb

Puc. 3

JJIeMEeHThbI:

1) mone BBOJA JIOTMHA — IMO3BOJISCT IMOJB30BATENII0 BBECTH CBOM YYETHBIC JAHHBIC JJIsI BXOJIA B
CUCTEMY;

2) ToJie BBOJA TMAapOJisi — MO3BOJISIET IMOJIb30BATEII0 BBECTH CBOM YUCTHBIC JaHHBIC Ui BXOHA B
CUCTEMY;

3) omonanbHas KHOMKa «OTKPBITH Mapolib) — JAeT BO3MOXKHOCTH IOJIH30BATENI0 BPEMEHHO
0TO00pa3uTh NapoJib, YTOObI YOSAUTHCS B IPAaBUILHOCTH BBOJIA;

4) ccpuika «3a0bUTH Tapoiib?» — 0TOOpaXKaeTCs MOIb30BATEII0 MOIATBHOE OKHO C BBIOOPOM POJIH
AAMUHUCTpATOPA WK MOJB30BATCIIA, I7I€ OH MOXKET 3alIPOCUTH OTIIPABKY HOBOT'O naponﬂ;

5) kHomKa «BOWTHY» — MHUIMHPYET Mpollecc ayreHTH(UKAIMK Tob3oBatens. [locie ycnenHoro
BXO/1a [T0JIb30BaTENb MONAJaeT B [NIJaBHOE OKHO MPOTrpaMMBbl.

6.3.5. ['maBHOE OKHO

Onucanme: rnaBHoe okHO (Puc. ) mpezncraBnser co0oil LEHTpaJdbHYIO IaHENb YIPaBICHUS, B
KOTOpOI 0TOOpaXKaroTCsi OCHOBHBIE (DYHKIIMOHAIBHBIE 3JIEMEHTHI IIPOTPaMMBI

19
info@liis.su liis.su



< +7(812)2411273 +7(495) 278 07 20
J-I M MC CaHkT-MeTepbypr Mockea
yn. Mpodeccopa Monoea, 4. 23A yn. 2-an YepHorpssckan, 4.6, k. 3

Or NMuuensun Hacrpoiikn

Heuyero oto6paxaTb

Puc. 4

JJIeMEeHTHI:

1) Q)YHKHI/IOHaJIBHaH MMaHeJIb COACPIKUT CIICAYIOIIHNEC 3JICMCHTDI:

@ Ru

n

KHOTKa Jokanu3anun uaTepderica «RU» u «kENy»

BBIHa,I(aIOIHI/Iﬁ CIIMCOK C IMPOCKTaMMU,

Bce
.— KHOMKa «Onpoc yCTPOMCTBY,

— .— kHOTKa «OKypHan ommbok» otoopaxkaet xkypHan omubok API'YC OPC,

— .— kHomka «JkcrmopT CSVy 3arpyxkaercs ¢aiin popmara CSV B daitnoByro cucremy
KOMITBIOTEPA,

— .— kHomnka «Mmmopt» umnoptupyetr B API'YC OPC ¢aiin popmara XML/CSV.

2) pabouass o0OmacTh: orobOpaxkaeT Tabiwiy ¢ WHOpMamMeld O KaKIOM YCTPOHCTBE TEKYIIETO
BbIOpaHHOTO TipoekTa (PuUC. ) ¢ BOBMOXKHOCTBIO YIATUTh CUTHAJIBI.
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APryC Or Iuuenaus ©® Hacrpoiikn @ RU

HassaHue [Ooctyn

FireSystem_segment-a5del3e4_lNoxapka-2_WarningGuard Yrenune

FireSystem_segment-abdel3e4_[loxapka-2_WarningTechnological YreHue

FireSystem_segment-abdel3e4_[Morkapka-2_WarningFire YreHue

FireSystem_segment-a5del3e4_lMokapka-2_WarningFireAttention YreHue

FireSystem_segment-abdel3e4_lMoxapka-2_Break Yrenue

FireSystem_segment-abdel3e4_[Noxapka-2_Disrepair YreHue

FireSystem_segment-abdel3e4_lMorkapka-2_WarningCompulsion YTeHue

Puc. 5

Onucanue TabIULbl JaHHBIX paboyeil 001acTH TJIaBHOTO OKHA IIPEJICTaBIeHO B Ta0uie 1.

Tabmuua 1 — Onucanue TabIUIB! JaHHBIX paboueii 00JacTy TIaBHOTO OKHA

Ha3zBanmue Onucanue

Hazpanue | YHukanbHbI UACHTU(DUKATOP WU aJIpeC YCTPOMCTBA UIIH TPYIIIBI YCTPOICTB B CUCTEME.

Hoctyn VYka3bpIBaeT mpasa J0CTyIa K JaHHBIM. JTH IIpaBa OMPELISIIOT, YTO MOKHO JEIaTh C
JTAHHBIMH.

3Havenne | Tekylee 3HaYCHHUE JaHHBIX, KOTOPOE MEPEAACTCS OT YCTPOHUCTBA. DTO 3HAYCHUE MOXKET
HU3MCHATHCA B p€aJIbHOM BPpCMCHHU.

6.3.6. OKHO NUILIEH3UHA

Onucanme: oxHo iuueHsuu (Puc. ) coxmepkuT uHOpManMio MO TEKyUIeH aKTUBHUPOBAHHOU
JULEH3UH (Tapud).
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O+ JlnueHsus © Hacrpoiiku @ Ru

INMuueH3us

ubuntu_argus

He 3abyabTe feakTeBMpoBaTh IMLEH3UIO NPY YAANEHUM NPOrpamMMbl UM BHECEHUU

rno6anbHbiX U3MEHEHUI Ha KOoMnbloTepe.

Puc. 6

OJIEMEHTHI: KHOIIKa ((I[CaKTI/IBaLII/IH JIMLCH3UN IIO3BOJIACT ACAKTUBUPOBATH paHee

aKTUBHUPOBAHHYIO JINLIEH3HIO.

6.3.7. OKHO HacTpoeK

Onucanne: okHo Hactpoek (Puc. ) comepxut HacTpoiiku Jsior (aiijga, COCTUHCHHS CcepBepa,

OPCUA cepBepa, a Takke HACTPOHKH aJMHUHHCTPATOPA.
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JJIeMEeHThI:

1) obmacth ¢ HaCTPOHKAMHU JIOTOB:
— «Pa3mep nor ¢aiimoB» — MmoJe BBOJA BPYUYHYIO C KIABHATyphl pa3mepa Jior dQaina B
Mera0aiiTax,

2) obnacth ¢ HacTpoiikamu «CepBepay:

— «HMHTepBan MpPOBEPKH COEAUHEHHUS» — IOJE BBOJA BPYUYHYK C KIABHATypbl HHTEpBaia
IIPOBEPKU B CEKYHJAX,

— «llepuoguueckuii ompoc» — IEpeKNroYaTeiab Ui aKTUBALMU IIEPHOJUYECKOrO OIpoca
YCTPOMCTB;

3) obnactsk ¢ HacTpoiikamu «OPCUA cepBep»:

—  «PexuM cuMyIsIIHs - MEpeKNIIouaTeNb JUIsl aKTHBAI[MH CEpBEpa B TECTOBOM pexXHME 0e3
peaNbHBIX JaHHBIX

— «Wms cepBepa» — moJie BBOJA BPYYHYIO C KIIaBHAaTyphl HUMEHH cepBepa. Biuser Ha
oToOpakeHHne Ha3BaHUs cepBepa B mpocrpancTse OPC

— «Mms mpocTpaHCcTBa UMEH» — TI0JIe BBOJIA BPYUHYIO C KJIABUATYPHI 3TO MMsI BUPTYaJbHOTO
KOHTeWHepa Juisi Habopa y3ioB (teroB). IIpocTpaHcTBO WMMEH MO3BOJSAET HM30JIUPOBATH JAHHBIC
OTHOCHTEIFHO JPYTUX MPOCTPAHCTB UMEH.

— «URL» — nmone BBo/1a BpyuHYIO € KJIaBUATyphl. D10 aapec noakimoueHus k OPC cepsepy.

— «[lopT» — mosne BBOAA BPYYHYIO C KIaBHATYpPHI CETEBOM MOPT, HA KOTOPOM Oy/eT MPUHUMATH
Bxosimue coequnenust OPC UA cepgep.

— «3anepxka OOHOBJICHHS CUTHAJIa» — YCTAHOBKA BPYYHYIO C KJIABUATYPHI 3aJIEPKKH BPEMEHH
CHTHajJa B MHJUIMCEKYHAaX. BiuseT Ha TO, KaKk 4acTo JaHHBIE OyAyT OOHOBIATHCA B MPOCTPAHCTBE
OPC. Pexomenayemoe 3Hauenue — 250mc.

— «lloakiroyeHne ¢ JIOTHHOM W TapojeM» — MEPEKII0YaTeNb. IIpu monoxennn BKIJIL.
COAEPKUT CIEAYIOIINE HACTPOUKH :

— «JloruH» — yCTaHOBKA BPYYHYIO C KJIABHATYPHI JIOTHHA

— «[Taponb» — ycTaHOBKA BPYYHYIO C KJIABHATYPHI TTAPOJIs

— «[ToBTOpHUTE MapOIBH)» —BBO MAPOJIS TOBTOPHO BPYYHYIO C KIaBHATYPHI

—  «OTKpBITH TAPOJBY» — JA€T BO3MOXHOCTH MOJIb30BATENI0 BPEMEHHO OTOOpa3uTh MapoJib,
9TOOBI YOEAUTHCS B IPaBUILHOCTH BBOJIA

6.3.8. OkHO HaCTPOEK aIMUHUCTPATOPA

Onucanue: OKHO HacTpoek amMuHucTparopa (Puc. ) comepkuT HacTpoWiku JocTyna
10JIb30BaTeNeH, BO3MOKHOCTh 100aBJIEHNUS TIOJIb30BaTENIEe U CMEHBI TapOJISL.
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Or JluueHsua @ Hacrtpoiiku

< HacTponku agMmnHMUcTpaTopa

@ Bcero 2 nonb3oBatens

Puc. 8

9J1eMeHTbI:

—  «J100aBUTH» — KHOIIKA ISl J0OABJICHUS MTOJIb30BATEII;

— «CMEHHUTH MMapoJiby — CMEHA MapoJIsl TEKYIIEro MOJIb30BaTelIs;
— «Kop3uHa» — BO3MOXKXHOCTh YJAIUTh TOJIb30BATEIIS.

6.3.9. OkHO xypHasia omrOoK

Onucanue: xxypHan omu0ok (Puc. ) xpanut u oTroOpakaeT omuOKH MPOrpaMMbl B BHJI€ TaOTHITBI.

APryC Or JluueHsus Hacrpoiiku

<{ XypHan owmbok

Nata

09.01.2025 Service is running

09.01.2025 Forced poll of device and areas status is started
09.01.2025 Service has been stopped

09.01.2025 Forced poll of device and areas status is finished
09.01.2025 Service is running

09.01.2025 Forced poll of device and areas status is started

09.01.2025 Failed to connect to the controller. Please check your network connection and ensure the co...

09.01.2025 Service has been stopped

Puc. 9
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JJIeMEeHThI:

1) paGouasi 00JacTh COACPIKUT CIHCOK 3amuceil B BHUIAC TAOJHIIBI ¢ BO3MOXKHOCTBIO PAaCKPBITh
oAPOOHYI0 NH(OPMAITHIO.

Onucanue KOJIOHOK MPEICTaBICHO B TabuIe 3.

Tabnuua 2 — Onucanue KOJIOHOK JKypHajia OIMnO0K

HaumenoBanmne Onucanue

IIpuopurer VYka3bIBaeT Ha Ba)KHOCTb WJIM CPOUYHOCTH MCIIPABJIEHUSI BOSHUKIIEH omnOKu. OHa
MO’KET IPUHUMATh CJIEIYIOIINE 3HAYCHUS:

- ERROR — tpebyet Heme17IeHHOTO BHUMaHHS U yCTPAaHEHHUS;

- WARNING— Mo>xeT mpuBeCTH K Cepbe3HBIM MOCIECACTBHUIM WM HAPYLICHHUIO
palboThI CUCTEMBI,

- INFO — He TpeOyeT HeMeIIeHHOTO BMEIIaTeIbCTBA

Bpewms BpeMms1 BO3HUKHOBEHUS 3aIlUCH B )KypHAJIE

Hara JlaTa BOBHUKHOBEHUS 3alMCH B )KypHaJIE

Tekct ITo ymom4aHHIO KpaTKOE COJEP/KaHUE 3aIIUCU

[TonpoOuee KHonka 11 packpbITHS COACpkKaHUS 3aIIUCH
25
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7. BBIIIOJITHEHUE ITPOI'PAMMBI

7.1. O0mue moNoKeHus

DTOT pazfen npeaHa3HaueH I MPEJAOCTaBICHUS MOJb30BATENI0 MOIIATOBBIX WHCTPYKIUH MO
3arpyske, 3amycKy, BRIIOJHEHUIO U 3aBepuieHuto padboTel ¢ API'YC OPC. Onmcanbl OCHOBHBIE KOMAH/IbI
U peakluy IporpaMMbl Ha HUX.

7.2. TloaroToBKa K 3aIycKy

[Tepen 3anyckom APT'YC OPC crnenyer mpoBepuTh HATMYUE BCEX HEOOXOTUMBIX MOAKIIOYCHUN K
YCTPOMCTBAM U CETH.

7.3. 3arpy3ka mporpamMmmbl
3arpy3ka BeO-TIPIIIOKCHUS HE IPEyCMOTpPEHA.
7.4. 3anyck nporpamMmsl, aBTOpU3aLIUs

s Bxona B APT'YC OPC neo6xoaumo:

1) B aapecHylo CTpoKy Opay3epa Bmucarhb 3nekrponHbiid aapec (http:/<IP-agpec cepsepa>/).
OTtob6pasurcs okHo Bxoja (Puc. );

[Ipumedanue: cienyer UCIOIB30BATH MPOTOKON http.

AN

3abbinu naponb

Puc. 10

2) Bmucarh JOTMH 1 IApOJIb B COOTBETCTBYIOIIME CTPOKH U HAXKATh KHOMIKY «BoHTmHY.

B pesynbrare otoopasutcs rimaBaoe okHo API'YC OPC (Puc. ).
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O Muuensun @ Hacrpoitkn @ RU

3HaveHue

Heuero otobpakatb

7.5. BoccranoBnenue napods

J1J11 BOCCTaHOBJIEHMSI 1APOJIS CIIETYET:

1) Haxarb KHONKY «3a0buti mapoiib». OToOpa3uTcs MogalibHOE OKHO «BbI aaMUHHCTPATOpP?)

(Puc. ).

Bbl agMuHUcTpaTop?

BoccTtaHoBneHwe napona onAa agMMHWCTPaTopa M NONb30BaTens
oTnuyaeTtca. YKaxkuTe Ba Wwy ponb:

Puc. 12

2) Haxarp Ha KHONIKY «AaMuHHECTpaTopy». OToOpaxaercs crpanuia Beoaa koaa (Puc.13)
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BoccraHoBneHune napons
agMUHUCTpaTopa

Hanwmwwure B NOAOEPHKY, yTo6HI nonyy4yuTbe KOO BOCCTaHOBNEHWA Napons

MNMouta nopnepxku  sl-help@liis.su

Puc. 13
3) BBECTH KOJI, MOJYYCHHBIN OT TEXHUYCCKOM MOJICPIKKH;
4) Haxarb KHOIIKY «BBectuy.
[Tapons OyneT M3MEHEH Ha yKa3aHHBIM B MHCbME OT Texnojanaepkku. Beectu B nose «Ilaponb» Ha

CTpaHHUIIC aBTOpHU3alUH.

JIntensusa

7.5.1. AkTuBanus JUIEH3UU
[Ipu npuobperenun munensuun «API'YC OPC» nHa yka3zaHHBIM aapec 3J€KTPOHHOM MOYTHI
OTIIpaBJISIETCS KJIIOY aKTUBALIUU.

I[J'Ifi AKTUBAIlMU MPOAYKTA, B TJIABHOM OKHC HIpOrpaMMbl HAXMHTEC KHOIIKY ((.HI/IIIGH?;I/I?[)). B

OTKPBIBILIEMCSI OKHE BBEIUTE KJIFOU B COOTBETCTBYHOIIEee mojie (Puc. 14).
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CaHkT-MeTepbypr

O+ JluueHsusa @ Hacrpoiku @ RU

ITuueH3usa

YT06bl aKTMBUPOBaTL NULEH3MIO, BBEAUTE KOPOTKMUIA KOA,

Puc. 14

B okHe 0TOOpasuTCsl CreHepupOBaHHBIN KOA-3alPOC, KOTOPBIH MOXHO CKOIMUPOBATh, JHOO
ckauath B BuJE (aiiaa popmata «.licy (Puc. 15).

O NMuuensus © Hacrpoiiku

< JlnueH3susa

CkonupyiiTe AaHHBIR KO M BCTABBTE Ha caliTe

BCTaBbTe KO, CreHepUPOBaHHLIA Ha CaiiTe, B 3T0 None

wnw 3arpyaute daiin nuuenaun

Puc. 15

Jlanee HeoOXOAMMO MEPEUTH HA CalT aKTHBAIMHU JTuIeH3ui https://license.opc.liis.su .

BcraBbTe CKOMMPOBAaHHBIN KOA-3aMIPOC M HAXKMUTE KHONIKY «OTtrpaButh» (Puc. 17).

Ecnu ckauuBanu ¢aitl — MOXXHO BCTaBHTh €ro Ha caiiTe akTuBaluu BMecTo kona. (Puc. 16) B
TaKoM citydae oToOpasutcst KHonka «Ckadarth (aitin
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JImueH3unsa akTnBmpoBaHal

Puc. 16

Simple OPC

Kop crenepuposan!

Puc. 17

Kon-oTBer ¢ caiiTa akTHBal[MM CKOMHMPOBaTh W TNepeiTH Ha crpanuiyy «JIumensum» (Puc.15)).
BcraButh B 1osie M HaKaTh Ha KHOTIKY «AKTHUBUPOBATHY.

7.5.2. TIpocMoOTp THUIICH3UA

21.]'[5{ BBITIOJTHCHUA Hpe}ICTaBHeHHOﬁ CI)YHKIII/II/I B TJIaBHOM OKHE€ IIpOrpaMmbl CJICAYCT HaXaTb
KHOTIKY «JIumen3usi». Otobpasutcs okHO «JIuneH3us» ¢ WHPOpMAIMEed O TeKyIIeH JIUICH3UN
makcumainbsHoe «KonnuectBo Teros» u «Kommnanwusy» (Puc. 18).
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O /luuensun ‘ Hacrpoiiku

NuueHsuna

KoMmnaHus

ubuntu_argus

He 3abyabTe aeakTMBMPOBATL NMLIEH3WIO NPU YAANEHWW NPOrPaMMbl UK BHECEHUM

rnobanbHbIX M3MEHEHWIA Ha KOMMbloTepe.

Puc. 18

7.5.3. JleakTuBanus JULICH3UH

Jljis BBINONIHEHUS TPEJCTaBICHHON (QYHKIUU B OKHE «JIMIEH3Us» aAMUHUCTPATOPY MPOrPaMMBbI
ClielyeT HaxaTh KHONKY «JleaktuBanus aunensun» (Puc. 19).

O /luueHsua ACTPOHKK

INuuensna

{OMNaHMs

ubuntu_argus

He 3abyabTe AeakTMBMPOBATL NMLIEH3WIO NPU YAANEHWW NPOrPaMMbl UK BHECEHWUK

rnobancHbIX M3MEHEHWIA Ha KOMIbloTepe.

Puc. 19

J17is BBIMOJIHEHUS JICaKTHUBAIIMKA 0TOOpasuTcs okHO «JleaktuBarus nuieH3un» (Puc. 20) Haxath
KHOTIKY «[ €HeprupoBaTh KO/ JICAKTUBALINN)) .
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O+ JluyeHsua @ Hacrpoiku @ RU

NeakTuBauua NULEH3UU

D.J'Ii LEeaKTMBaLWUW, HY>KHO CreHepUpoBaTk KOL, W BCTaBUTh €ro Ha canTe

Puc. 20

OT00pasuTcs Ko, KOTOPBIi €CTh BO3MOKHOCTh CKOIUpPOBaTh. Jlajgee HEOOXOAUMO IEpeiTH Ha
caiiTe akTHBaLMHK JMneH3ui https://license.opc.liis.su B pa3aen «J/leakTUBaIUsA», BCTABUTh KOJ M HAXaTh
Ha KHOTKY oTrpaButh (Puc. 21)

Simple OPC

eyJhbGciOiJIUzI1NilsInR5cCI6lkpXVCI9.eylwcr

7.6. Jlo6aBuTh mapoin «CerMeHTam

[Ipu nobGaBneHun npoekra «CerMeHTb» HE UMEIOT napois. EcTh BO3MOXKHOCTH J0OAaBUThH MapoJib
cerMeHTaM. BriOpath npoekT u Haxkath Ha KHONIKY «CermenT» (Puc. 22)
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CermeHT

segment-ab...

Puc. 22

B oroOpasuBiiemcsi OKHE HaXXMUTE KHONKY «3aaarb». Takke MOXKHO 3alaTh Mapojb Ui
OT/IEJIBHOTO CerMeHTa, HaxkaB KHOMKY «Kapanmamn» (Puc. 23)

HekoTopble cerMeHTbl He MMelT
naponeﬁ. Bbl MOX<eTe 3apaTtb ANA HUX
OJWHaKOBbIA naponb.

segment-abde...
g ‘ 172.16.25.154 &
3apaiiTe naponb

Puc. 23

B MonanbHOM OkHe BBeauTe maposib B moiisi «Ilaponb» u «[1oBTOpUTH Mapoiiby, 3aTeM HAKMHTE
kHomnKy «Coxpanuthy. (Puc. 24)

¢ 3apaTtb naponu

Beepute NMnaponb onA HeCKOJIbKUX CErMeHTOB

[Maponb

[NoBTOpPUTE Napob

Puc. 24

33
info@liis.su liis.su



+7(812)2411273 +7(495) 278 07 20
Mocksa
yn. Mpodeccopa Monoea, 4. 23A yn. 2-an YepHorpssckan, 4.6, k. 3

° J-I M MC CaHkT-MeTepbypr

7.7. Co3nanue moab3oBaTelIen

JJis BBITIOTHEHUS TPEACTAaBICHHOW (DYHKIIMU ClieyeT B OKHE HACTPOCK aIMUHUCTPATOpa HAXKaTh
KHOTIKY «Jl006aBuTh». OTOOpasutTcs okHO «J[00aBuTh mosnb3oBatens (Puc. 25).

2: NNo6aBuTb Nonb3oBaTens

Puc. 25

BBectn maHHBIE B TOJNS W HaXaTh KHONKY «JloOaBuTh». MHOpMamms 0oTOOpa3WTCcs B OKHE
HaCTPOEK aAMUHUCTPATOpA.

7.8. V3ameHenue si3pika HHTEpdEiica

JIJis BBITIOJTHEHUS TPEACTABICHHOW (DYHKIIMM B TJIAaBHOM MEHIO (cM. 1. 6.3.5) ciemyeTr HaxaTh Ha
KHOTIKY «JIokanu3anum» u BEIOpaTh TpeOyeMsiii s3bik. (Puc. 26).

@ RU & EN

Puc. 26

7.9. 3amyck, octanoBka OPC cepepa

Jlns 3ammycka OPC cepBepa cnenyer HaxaTh KHOTIKY «3amyck OPC cepsepay. (Puc. 27)

Puc. 27
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Jnst ocranoBku OPC cepBepa cienyer HaxaTh kHONKY «OcranoBka OPC cepsepay. (Puc. 28)

Puc. 28

7.10. Y nanenue cursaia

JInsi BBITIOJIHEHUS TIPEACTaBIEHHOW ()YHKIMM B TJIAaBHOM OKHE NPOTpaMMBI CJelyeT BbIOpaTh

CHTHAII U HaXaTh KHOIKY . HAIPOTUB CTPOKH curHaima. OTOOPa3sUTCs OKHO MOATBEPKICHUS yIalCHHs
(Puc. 29).

Ypnanutb curHan? X

Bbl yBepeHbl UTo XOTUTE yaanuTb aatymk? Ero Henb3a 6yper
BOCCTaHOBMUTb.

Puc. 29

Jlanee cneayet HaXKaTh KHOTIKY «Y TaJIUTh». B pe3ynbTaTe CUTHAI MEpECTaHET OTOOPaKATHCA.

7.10.1. ITakeTHOE yaleHUE CUTHAJIOB

JInst BBITIOTHEHHS TTPEICTABICHHOW (DYHKIIMH CIeIyeT BHIOPATh HECKOJIBKO CHTHAJIOB MPHU MTOMOIIN
¢arossix kHomok (Puc. 30(1)).

Jlanee HakaTh KHOIKY . (Puc. 30(2)). Otobpa3utcss OKHO MOATBEPKACHUS yaaneHus (cm. Puc
22). HaxxaTh KHOIIKY yIaduTh. B pe3ynbprare BEIOpaHHBIC TITH MEPECTAaHYT OTOOpakKaThCs.
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Hacrpoiku %"r RU

FireSystem_segment-a5de13e4_lMaHens-1_WarningGuard YreHue
FireSystem_segment-aSde13e4_[lanens-1_WarningTechnological YreHue
FireSystem_segment-a5de13e4_MaHenb-1_WarningFire YreHue
FireSystem_segment-a5del3e4_lMaHenb-1_WarningFireAttention YreHne
FireSystem_segment-a5del3e4_MaHens-1_Break Yrenue

FireSystem_segment-abdel3e4_MaHensb-1_Disrepair

BoibpaHo Teros: 17513 175
FireSystem_segment-a5del3e4_MaHenb-1_WarningCo

Puc. 30

7.10.2. OtobpaxkeHHs 3HAUCHHUE CUTHAJIOB

OToOpaXkeHUs 3HAYCHUS CUTHAIIOB MTPOMCXOAUT TOJIBKO MpH 3amyiieHHoM cepsepe. (Puc. 31)

FireSystem_segment-a5del3e4_[lo)kapka-2_Aspopa-[0OP-NMPO_130_B0 YrteHue
FireSystem_segment-a5del3e4_llo)kapka-2_Aspopa-[OP-MNMPO_130_B1 YreHune
FireSystem_segment-a5del3e4_[lo)kapka-2_Aspopa-[OP-INMPO_130_B2 YreHne
FireSystem_segment-a5del3e4_[lo)kapka-2_Aspopa-[OP-INMPO_130_B3 YreHue
FireSystem_segment-a5del3e4_LLIneid-3_WarningGuard YreHune

FireSystem_segment-a5de13e4_LLIneid-3_WarningTechnological YreHune

FireSystem_segment-a5del13e4_LLIneid-3_WarningFire Yrenue

Puc. 31

7.11. [TakeTHas 3arpy3ka NpOEKTOB U CUTHAJIOB. MIMIOpPT mpoekTa

J171s1 BBIMIOTTHEHWS TIPEACTABICHHOM (PYHKITUHU CIIEIYET:

1) ocTaHOBHTH cepBep;
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2) Ha (YHKIMOHAJIBHOW MaHENIM TNIABHOTO OKHA HakaTh KHOMNKY «Mmmopt». OTOOpasuTcsi OKHO
«Umnopt XML/CSV» (Puc. 32);

& Umnopt XML/CSV

3aMeHUTb

XML dbaiin akcnoptupyetca us N0 "Crpeney", CSV -
m3 "AprycOPC"

Puc. 32

3) BBIOpaTh THUN HMIIOpTa C JOMOJHEHHWeM WH(opMauu win 3ameHod. Haxkarb KHOIKY
«lononHuTh» umu «3aMeHUTH». B pe3ynprare B IIaBHOM OKHE IPOrpPaMMbl OTOOpPA3UTCS MPOEKT U

CHUTHAJIBI.
7.12. Onpoc ycTpoicTB
J171s1 BBITTOJTHEHHS TIPEJICTABICHHON (DYHKINH ClieyeT HaxaTh KHOMKY «Ompoc ycTpoHCTBY.
7.13. IIpocMOTp KypHaJa OMHOOK

JIiist mpocMOTpa JKypHaJia OTMOOK B TJIABHOM OKHE IMPOTPaMMBbI CIIEAYET HaXaTh KHOMKY « KypHa
om6ok» (Puc. 33).

Puc. 33
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OTOOpa3uTCst OKHO *KypHaia omuook (cM. 1. 6.3.9).

7.14. CoptupoBka, (puibTpanus CUTHAJIOB, OIINOOK

Jiist COPTUPOBKH JAHHBIX 110 ali(h)aBUTY CIEAYeT HaXKaTh 3HAYOK .

Jlnst punbTpanyy TaHHBIX CIIEAYET HaKaTh 3HAYOK .
7.15. ®unptpanys onmoOOK 1Mo JaTe

Jlnst GUIbTpalii JaHHBIX Ha)kaTh Ha 3HA40K ¢GuisTpa (Puc. 34)

7.16. DnemeHT BBIOOpA AaThHI

[IpemocraBiseT Moab30BATEI0 BO3MOXKHOCTh yKa3ath (Puc. 35(1)):

KoHey nepuopa

sHBapb 2025 teepanb 2025

Cépocutb

Puc. 35

1) Onpenenéunyro naty: BEIOOP GUKCUPOBAHHOM JAaThl C TOMOIIBIO KaJCHIapsl.
2) Jluama3oH JaT: BBOJ IEPHO/IA C YKA3aHUEM HAYaIbHOM (OT) M KOHEYHOM (J10) AaThI.
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[Tonp3oBaTenb MOXKET NEPEKIIOYATHCS MEXKAY pEeXUMaMu BbIOOpa AaThl (ONpenenéHHOW WM
auarnasoHa) B uHTepdeiice smemMenTa. B anemente takxke npeaycmorpena kuomka "Copocurs" (Puc. 35.
(2)) nst ouncTKU paHee BEIOPAHHBIX JIaT.

7.17. Dxcnopt cur"aioB B popmate CSV

Jl1st BBIIOJTHEHUSI TIPEJICTABICHHON (DYHKIIUH CJIEAYET B TJIABHOM OKHE HaXKaTh KHONKY «DKCIOPT
CSV». B pesynbrate ¢aiin B popmate CSV Oyzaet 3arpyxeH B (aliJIOBYI0 CUCTEMY KOMIIBIOTEPA.
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8. COOBIIEHMUS MTOJIB30OBATEJIIO

Bunsr coobmmennii mosb3oBarento cepsepa APT'YC OPC:
—  BCIUIBIBAIOIINE TTOACKA30K;

— ONEpaTHBHBIC TEKCTOBBIX IMOACKA30K;

— OKHAa COCTOSIHMSA IIPOLIEAYPHIL;

—  COOOLIEHHS MPOTPaMMBI.

8.1. OroOpaxkeHrne BCIUIBIBAIOIIUX MOJICKA30K

Onucanue: BCIUIBIBAIONIME IOACKA3KM MNPEJOCTABIISIOT  IOJIb30BATENIO  JOMOJHUTEIBHYIO
uH(popManuio 0 (QYHKIIMOHATHLHOCTU 3JIEMEHTOB HHTEpdeiica, TaKUX KaK KHOIKH, WKOHKH WJIHM TOJIS
BBOoZa. OHM TOSIBIISIFOTCS] TIPH HABEJACHUH KypCOpa MBI HA COOTBETCTBYIONIUH AJIEMEHT M TIOMOTAOT
M0JIb30BATEJIIO0 MOHATh, YTO UMEHHO JeaeT AToT eMeHT (Puc. 36).

Onpoc ycTponcTs

Puc. 36

8.2. OkHa COCTOSIHUS TPOLIETYPHI

Onucanue: UCMONB3YIOTCA 1T UHOOPMHUPOBAHMS TOJB30BATENS O 3aBEPIICHUU OIPEIEIICHHBIX
nevicteuii B BeO-npuinoxkernu (Puc. 37). OHM MOMOTarOT MOJIB30BATENIO MOHATh, OBLIM JIH JACHCTBHUS

BBIITOJITHCHBI YCIICIIHO UJIW BO3HHUKIIN HpO6J'I€MBI.

Owwnbka 3anycka OPC cepeepa [loHATHO

Puc. 37

8.3. OToOpakeHHe OIepPaTUBHBIX TEKCTOBBIX MOJICKA30K

Onucanue: ONEpAaTHBHBIE TEKCTOBBIE MOJCKA3KW MPEIOCTABIISIIOT IOJb30BATENI0 YyKa3aHUS B
peanbHOM BpPEMEHH, OCOOEHHO B Cllydae HEOOXOIWMOCTH BBITIOJIHEHHS OOS3aTENIbHBIX JACHUCTBUU. DTH
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MOJICKA3KM MOSIBIIIIOTCS B MHTep(eiice, Korga cucteMa oOHapy>KUBAeT, YTO IOJIb30BATENb MPOITYCTHII

00s13aTeNIbHBIC TIOJISI WJIH BBIMOJIHWI JeiicTBUe HenpaBuibHO (Puc. 38)

Puc. 38

41
info@liis.su liis.su



+7(812)2411273 +7(495) 278 07 20
Mocksa
yn. Mpodeccopa Monoea, 4. 23A yn. 2-an YepHorpssckan, 4.6, k. 3

° J-I M MC CaHkT-MeTepbypr

9. MOUIEP’)KKA U IOMOIIb

KonTakTHBIe JaHHBIE CTY:KOBI MOAAEPKKH: SUpport@opc.liis.su.

PexoMennanuu no oopamieHunio 3a nomompio: B Teme nuceMma ykazate API'YC OPC uHuumeHT.
[Tpunoxxuth ganHpie 0 nuieH3uu, Onucanue ASHCTBUN Tepes BOSHUKHOBEHHUEM MPOOJIEMBbI, €CIIM OHU
ObUIM, WJIM JJII CHCTEMaTHYeCKOH MpoOJeMbl OINMCATh IMIArM M OXKHJIAEMBIM pe3yibTar. Tak ke
MPUKPETUTh JaHHBIC U3 )KypHAJa OIIHOOK.

IIpouenypsl mosrydeHusi OOHOBJIEHUI U UCHPABJIEHUIA . pU OOHOBJICHUU TUCTPHOYTHBA, BCEM
KJIMeHTaM OyJieT pacchluiaThesi HHPOPMAIIMOHHOE MMHCbMO C CCUIKON Ha CKauMBaHHUE.

IIpoOJsieMHBIe OTYeTHI: XpaHATCA B MalKe C YCTAHOBJICHHOM MPOrpaMMoON MO MYyTH
logs/APT'Y Copc/APT'YCopc.log.

IIpouenypsl co3qaHus M OTHPABKHU 0TYETOB: MHCTPYKIIMS 110 CO3/IaHUIO OTYETOB O MpodIeMax.
IIpumep: KaKk COCTaBIATH OTUET O MPOOIIEME U OTIPABIIATH €r0 B CIIYKOY MOAIECPIKKH.

@opMaThl U KaHAJbI JJIs 0OTHPaBKU 0T4YeTOB: [lonnepxuBaembie hopMathl (HaifjIoB U CIIOCOOBI
OTIIpaBKHU (3JIEKTPOHHAS MOYTA, IOPTa).

OO0paTHasi cBSI3b OT CJIY:KO0bI moaAepkKH: OTBET TEXMOJACPKKN 3aHUMAET J10 5 pabouux THEH.
ITomomb 1 MoaIEPKKA:

Omnaaiin-pecypebl: CCbUIKM Ha TOJIE3HBIE PECYpChl, Takhe Kak 0a3za 3HaHUN u oOydaroiiue
MaTepuabl.
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N SIMNC

BMS
CSVv
OPC UA
SCADA
JSON
XML
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10. IEPEYEHb COKPAIIIEHUI

Building Management System
Comma-Separated Values

OPC Unified Architecture

Supervisory Control and Data Acquisition
JavaScript Object Notation

Extensible Markup Language
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